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Abstract
2QH RI WKH FKDOOHQJHV RI LPSOHPHQWLQJ GLIIHUHQWLDO GDWD SULYDF\ LV WKDW WKH XWLOLW\ XVHIXOQHVV RI WKH SULYDWL]HG GDWD WHQGV WR GLPLQLVK HYHQ DV
FRQILGHQWLDOLW\LVJXDUDQWHHG,QVXFKVHWWLQJVGXHWRH[FHVVLYHQRLVHRULJLQDOGDWDVXIIHUVORVVRIVWDWLVWLFDOVLJQLILFDQFHGHVSLWHWKHVWURQJOHYHOVRI
FRQILGHQWLDOLW\DVVXUHGE\GLIIHUHQWLDOSULYDF\.7KLV LQ WXUQPDNHV WKHSULYDWL]HGGDWDSUDFWLFDOO\YDOXHOHVV WR WKHFRQVXPHURI WKHSXEOLVKHGGDWD
$GGLWLRQDOO\UHVHDUFKHUVKDYHQRWHGWKDWILQGLQJHTXLOLEULXPEHWZHHQGDWDSULYDF\DQGXWLOLW\UHTXLUHPHQWVUHPDLQVLQWUDFWDEOHQHFHVVLWDWLQJWUDGH
RIIV 7KHUHIRUH DV D FRQWULEXWLRQZH SURSRVHXVLQJ WKHPRYLQJ DYHUDJH ILOWHULQJPRGHO IRU QRQLQWHUDFWLYH GLIIHUHQWLDO SULYDF\ VHWWLQJV ,Q WKLV
PRGHOYDULRXVOHYHOVRIGLIIHUHQWLDOSULYDF\'3DUHDSSOLHGWRDGDWDVHWJHQHUDWLQJDYDULHW\RISULYDWL]HGGDWDVHWV7KHSULYDWL]HGGDWDLVSDVVHG
WKURXJKDPRYLQJDYHUDJHILOWHUDQGWKHQHZILOWHUHGSULYDWL]HGGDWDVHWVWKDWPHHWDVHWXWLOLW\WKUHVKROGDUHILQDOO\SXEOLVKHG3UHOLPLQDU\UHVXOWV
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H[WHQVLYHFULWLTXHWKDWGLIIHUHQWLDOSULYDF\ZLOOHLWKHUSURGXFHYHU\ZURQJUHVHDUFKUHVXOWVRURIIHUQRSURWHFWLRQGXHWRWKHYHU\KLJK
OHYHOV RI GLVWRUWLRQV LQ WKH SULYDWL]HG TXHU\ UHVXOWV >@ +RZHYHU 'ZRUN  ZKR ILUVW SURSRVHG GLIIHUHQWLDO SULYDF\
DFNQRZOHGJHGWKLVWHQVLRQEHWZHHQGDWDSULYDF\DQGXWLOLW\E\VXFFLQFWO\VWDWLQJWKDW³SHUIHFWSULYDF\FDQEHDFKLHYHGE\SXEOLVKLQJ
QRWKLQJ DW DOO EXW WKLV KDV QRXWLOLW\ SHUIHFW XWLOLW\ FDQEHREWDLQHGE\SXEOLVKLQJ WKH GDWD H[DFWO\ DV UHFHLYHG EXW WKLV RIIHUV QR
SULYDF\´>@7KHUHIRUHRQHRIWKHFKDOOHQJHVLQHPSOR\LQJGLIIHUHQWLDOGDWDSULYDF\LV WKDW WKHXWLOLW\RIWKHSULYDWL]HGGDWDVKULQNV
HYHQ DV FRQILGHQWLDOLW\ LV JXDUDQWHHG ,Q VXFK VHWWLQJV GXH WR H[FHVVLYH QRLVH RULJLQDO GDWD VXIIHUV ORVV RI VWDWLVWLFDO VLJQLILFDQFH
GHVSLWH WKH IDFW WKDW VWURQJ OHYHOV RI GDWD SULYDF\ LV DVVXUHG WKXV PDNLQJ WKH SULYDWL]HG GDWD SUDFWLFDOO\ YDOXHOHVV $GGLWLRQDOO\
UHVHDUFKHUVKDYHQRWHGWKDWILQGLQJHTXLOLEULXPEHWZHHQGDWDSULYDF\DQGXWLOLW\UHTXLUHPHQWVUHPDLQVLQWUDFWDEOHQHFHVVLWDWLQJWUDGH













LTXHU\DGDWDEDVH LL FRPSXWH WKHPRVW VLJQLILFDQWREVHUYDWLRQ LLLGHWHUPLQH WKH/DSODFHQRLVHGLVWULEXWLRQ LYDGG/DSODFH
QRLVHGLVWULEXWLRQ WR WKHTXHU\ UHVXOWV DQG Y GLVVHPLQDWH WKHSHUWXUEHGTXHU\RXWFRPH LQ HLWKHU DQ LQWHUDFWLYHRU QRQLQWHUDFWLYH
PRGH$QRQLQWHUDFWLYHPRGHRIGLVVHPLQDWLRQLVXVHGLQWKLVVWXG\
$VZDVGHVFULEHGLQ>@DQGIXUWKHUQRWHGLQ>@DQG>@WZRGDWDEDVHVD1 DQGD2DUHLQGLVFHUQLEOHLIWKH\DUHGLVVLPLODUE\RQO\RQH
YDOXHVXFKWKDW ܦଵ ο ܦଶ = 1$Q\GDWDSULYDF\PHWKRGݍ௡PHHWVWKHVSHFLILFDWLRQVRIߝ-differential privacyLIWKHOLNHOLKRRGRIWKH
TXHU\UHVSRQVHRQGDWDEDVHD1DQGD2VKRXOGEHDQDORJRXVDQGVDWLVI\WKHFRQGLWLRQEHORZ>@
௉[௤೙(஽భ)אோ]
௉[௤೙(஽మ)אோ]  ൑  ݁
ఌ 
7KH V\PEROVD1 DQGD2 UHSUHVHQW WKH WZRGDWDEDVHVP LV WKHSUREDELOLW\RI WKH TXHU\ UHVXOWV RQD1 DQGD2qn() LV WKHSULYDF\
SHUWXUEDWLRQPHWKRGqnD1DQGqnD2LVWKHSULYDF\SHUWXUEDWLRQPHWKRGRQTXHU\UHVXOWVIURPGDWDEDVHD1DQGD2UHVSHFWLYHO\
R LV WKHSULYDWL]HGTXHU\ UHVXOWV IURPD1 DQGD2 DQG݁ఌ PUHSUHVHQWV WKH VPDOO H[SRQHQWLDOߝ HSVLORQYDOXH7KH OLNHOLKRRGRI VDPH
TXHU\UXQRQD1DQGWKHQRQD2VKRXOGEHDQDORJRXV>@>@'LIIHUHQWLDO3ULYDF\'3ZRXOGWKXVEHLPSOHPHQWHGDVIROORZVDQG
DVLOOXVWUDWHGLQ)LJ>@>@>@>@
ܦܲ൫݂(ݔ)൯ =   ݂(ݔ) +  ܮܽ݌݈ܽܿ݁(0, ܾ) 
)LJ$QRYHUYLHZRIDQLQWHUDFWLYHGLIIHUHQWLDOSULYDF\WHFKQLTXH
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7KHV\PERObLVFRPSXWHGE\WKHPD[GLIIHUHQFH ο݂GLYLGHGE\DVPDOOHSVLORQYDOXH ߝ7KHPD[GLIIHUHQFH ο݂WKHPRVWGRPLQDQW
IRUDJLYHQTXHU\LVWKHQFRPSXWHGE\JHWWLQJWKHGLIIHUHQFHEHWZHHQWKHKLJKHVWDQGORZHVWREVHUYDWLRQVLQD1DQGD2DVIROORZV
ο݂ = ܯܽݔ|݂(ܦଵ)െ  ݂(ܦଶ)|         
)LJ7KHPRYLQJDYHUDJHILOWHULQJPRGHOIRUGLIIHUHQWLDOSULYDF\






 σ ݔ[݅ + ݆]ெିଵ௝ୀ଴  
7KHV\PEROݔ[݅ + ݆]LV WKH LQSXWVLJQDOݕ[݅ ]LV WKHRXWSXWVLJQDOܯLV WKHQXPEHURISRLQWVXVHG LQ WKHPRYLQJDYHUDJH>@$V
ZDVVKRZQE\.RYHVLUHSHDWHGXVHRIWKHPRYLQJDYHUDJHILOWHUJHQHUDWHVDQDSSUR[LPDWLRQRIWKH*DXVVLDQILOWHU>@)LJ
LOOXVWUDWHVWKHSURFHVVXVHGLQWKLVVWXG\WRILOWHUH[FHVVLYHQRLVHLQGLIIHUHQWLDOO\SULYDWHGDWD
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HSVLORQYDOXHZDVDW WKHbYDOXH IRU/DSODFHQRLVHZDVDW IRU WKH3HWDO OHQJWK ,Q VXFKFDVHV WKHQRLVH OHYHO IRU
SULYDF\SURWHFWLRQZRXOGKDYHWREHJHQHUDWHGEHWZHHQDQGWRFRQFHDOYDOXHVLQWKH3HWDOOHQJWKDWWULEXWH7KLVPHDQVWKDW




OHYHOVPLJKW JXDUDQWHH VWURQJHU OHYHOV RI SULYDF\ WKH FKDOOHQJH LV LQ ILQGLQJ WKH DSSURSULDWH İ HSVLORQYDOXHV WKDWZRXOGJHQHUDWH
VXLWDEOH/DSODFHQRLVHOHYHOVIRUFRQILGHQWLDOLW\ZKLOHPHHWLQJDFFHSWDEOHOHYHOVRIGDWDXWLOLW\ 




WKUHVKROG FULWHULD ZDV FKRVHQ IRU GLVVHPLQDWLRQ RWKHUZLVH SDUDPHWHUV LQ WKH GDWD SULYDF\ SURFHVV DUH UHILQHG LQ WKLV FDVH WKH İ
HSVLORQYDOXH
7DEOH&ODVVLILFDWLRQDFFXUDF\RI'3GDWDVHWV>@
Epsilon Value KNN NN NB DT AdaBoost
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,Q7DEOHWKHFODVVLILFDWLRQDFFXUDF\IRUWKHGLIIHUHQWLDOO\SULYDWHGDWDVHWVLVVKRZQIRU.111HXUDO1HWV1DwYH%D\HV'HFLVLRQ




FODVVLILFDWLRQDFFXUDF\ UHVXOWVSUHVHQWHG LQ7DEOHQRQHRI WKHGLIIHUHQWLDOO\SULYDWL]HGGDWD VHWVDFKLHYHGFODVVLILFDWLRQDFFXUDF\
DERYHSHUFHQW7KLVFDQEHFOHDUO\VHHQLQ)LJDLQZKLFKWKHxD[LVUHSUHVHQWVWKHYDULRXVİHSVLORQYDOXHVIURPWKHODUJHVWWR
WKH VPDOOHVW İ HSVLORQ YDOXH 7KH yD[LV UHSUHVHQWV WKH FODVVLILFDWLRQ DFFXUDF\ DQG HDFK GLIIHUHQW VHULHV RU OLQHV UHSUHVHQWV WKH
FODVVLILFDWLRQDOJRULWKPXVHGLQWKHH[SHULPHQW$V)LJDVKRZVDVWKHİHSVLORQYDOXHGHFUHDVHGWKHFODVVLILFDWLRQDFFXUDF\RI
WKDWSDUWLFXODUGDWDVHWGURSSHGIURPDERXWSHUFHQWFODVVLILFDWLRQDFFXUDF\WRDERXWDQDYHUDJHRISHUFHQW7KLVPHDQVWKDWRQ
DYHUDJH DERXW  SHUFHQW RI WKH UHFRUGV ZHUHPLVFODVVLILHG:KLOH WKH UHVXOWV VKRZ WKDW GDWD XWLOLW\ ZDV ORZ EDVHG RQ WKH ORZ
FODVVLILFDWLRQ DFFXUDF\ UHVXOWV GLIIHUHQWLDO SULYDF\ LV VKRZQ E\ WKHVH UHVXOWV WR SUHVHQW VWURQJ SULYDF\ JXDUDQWHHV WKDW DQ DWWDFNHU
ZRXOG ILQG LWGLIILFXOW WR UHFRQVWUXFW VXFKDGDWD VHW7KHFKDOOHQJH WKHQ LV WR ILQGDQRSWLPDOEDODQFHEHWZHHQ WKH VWURQJSULYDF\
SURYLGHGE\GLIIHUHQWLDOSULYDF\DQGGDWDXWLOLW\
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Epsilon Value KNN NN NB DT AdaBoost
İ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5HVXOWVLQ7DEOHVKRZWKHFODVVLILFDWLRQDFFXUDF\RIHDFKILOWHUHGGLIIHUHQWLDOO\SULYDWL]HGGDWDVHWZLWKJUHDWLPSURYHPHQWZKHQ
FRPSDUHG WR WKH QRQILOWHUHG GLIIHUHQWLDOO\ SULYDWL]HG GDWD VHWV LQ 7DEOH  )RU LQVWDQFH WKH FODVVLILFDWLRQ DFFXUDF\ RI WKH
GLIIHUHQWLDOO\SULYDWL]HGGDWDVHWJHQHUDWHGXVLQJİ  WKH1HXUDO1HWFODVVLILFDWLRQDFFXUDF\ZDVREVHUYHGDWSHUFHQW IRUQRQ
ILOWHUHG GLIIHUHQWLDOO\ SULYDWL]HG GDWD ,Q FRPSDULVRQ WKH FODVVLILFDWLRQ DFFXUDF\ IRU WKH VDPH GDWD VHW ZDV DW  SHUFHQW DIWHU
DSSO\LQJILOWHULQJDQ LPSURYHPHQWRIDSSUR[LPDWHO\:KLOH WKH W\SHRIFODVVLILFDWLRQDOJRULWKPXVHGGRHVPDWWHUGXH WR WKH
LQKHUHQW SDUDPHWHUV LQ WKDW FODVVLILHU RYHUDOO WKH FODVVLILFDWLRQ DFFXUDF\ RI WKH GLIIHUHQWLDOO\ SULYDWL]HG GDWD VHWV GLG LPSURYH
VLJQLILFDQWO\ DV REVHUYHG LQ WKHVH SUHOLPLQDU\ UHVXOWV 7KH RYHUDOO LPSURYHPHQW LQ FODVVLILFDWLRQ DFFXUDF\ UHVXOWV DIWHU DSSO\LQJ
ILOWHULQJDUHVKRZQLQ)LJEWKHxD[LVUHSUHVHQWVWKHYDULRXVİHSVLORQYDOXHVIURPWKHODUJHVWWRWKHVPDOOHVWİHSVLORQYDOXH7KH
yD[LV UHSUHVHQWV WKH FODVVLILFDWLRQ DFFXUDF\ DQG HDFK GLIIHUHQW VHULHV RU OLQHV UHSUHVHQWV WKH FODVVLILFDWLRQ DOJRULWKP XVHG LQ WKH
H[SHULPHQW$V)LJEVKRZVDVWKHİHSVLORQYDOXHGHFUHDVHGWKHFODVVLILFDWLRQDFFXUDF\RIWKDWSDUWLFXODUGDWDVHWLPSURYHG)RU
H[DPSOHWKHDYHUDJHFODVVLILFDWLRQDFFXUDF\IRUWKHGLIIHUHQWLDOO\SULYDWL]HGGDWDVHWVDIWHUILOWHULQJZDVIRU.11DQG
IRU1HXUDO1HWV ,QFRPSDULVRQ WKHFODVVLILFDWLRQDFFXUDF\EHIRUH ILOWHULQJZDVDSSOLHGZDVDSSUR[LPDWHO\DQDYHUDJHRI IRU
.11DQGRQDYHUDJHIRU1HXUDO1HWZRUNV7KHLPSURYHPHQWZDVDERXWSRLQWVIRUWKH.11DIWHUDSSO\LQJILOWHULQJ






KNN NN NB DT ADABOOST MAX
0,'
32,17
     
0HDQ      
MAX 94.57 88.90 76.38 75.99 60.48 94.57

7KHUHVXOWV LQ7DEOHVKRZWKHPHDQDQGPLGSRLQWYDOXHVIRU WKHFODVVLILFDWLRQDFFXUDF\UHVXOWV IURPHDFK ILOWHUHGGLIIHUHQWLDOO\
SULYDWL]HGGDWDVHW7KHPD[YDOXHRIWKHPHDQDQGPLGSRLQWYDOXHVZHUHVHOHFWHGDQGWKHPD[RIWKHPD[PHDQDQGPD[PLGSRLQW
FKRVHQVXEVHTXHQWO\$VVKRZQLQ7DEOHWKHFKRVHQWKUHVKROGYDOXHLQWKLVFDVHWKHFODVVLILFDWLRQDFFXUDF\ZDV,QWKLVFDVH
D GDWD VHW WKDW PHHWV WKH WKUHVKROG FULWHULD ZDV FKRVHQ IRU GLVVHPLQDWLRQ $ GLIIHUHQWLDOO\ SULYDWH GDWD VHW ZLWK  SHUFHQW
FODVVLILFDWLRQDFFXUDF\ZRXOGRIIHUERWKSULYDF\DQGGDWDXWLOLW\7KHWUDGHRIILQWKLVFDVHZRXOGLQFOLQHWRZDUGVPRUHDFFXUDF\DQG
WKXVXWLOLW\VLQFHWKHJRDOLVWRSURYLGHXVHIXOV\QWKHWLFGDWDVHWVZKLOHRIIHULQJDFFHSWDEOHOHYHOVRIFRQILGHQWLDOLW\
3.4. Statistical analysis of DP-based data
,Q WKLV VHFWLRQ DQ DVVHVVPHQW RI WKH VWDWLVWLFDO WUDLWV RI WKH RULJLQDO GDWD GLIIHUHQWLDO SULYDWL]HG GDWD DQG WKH ILOWHUHG GLIIHUHQWLDO
SULYDWL]HG GDWD LV GRQH >@ 7KH JRDO ZDV WR ILQG RXW LI GLIIHUHQWLDO SULYDF\ PDLQWDLQHG VRPH RI WKH GHVFULSWLYH VWDWLVWLFV RI D




DSSO\LQJ GLIIHUHQWLDO SULYDF\ RQ WKH RULJLQDO GDWD VHW WKHPHDQ YDOXH IRU WKH 6HSDO OHQJWK GURSSHG WR 0HDQZKLOH WKHPHDQ
YDOXHVIRUWKH6HSDOZLGWKLQWKHRULJLQDOGDWDZDVEXWDOPRVWGRXEOHGWRIRUWKHGLIIHUHQWLDOSULYDWL]HGGDWD,WLVLQWHUHVWLQJ




Statistics Sepal L Sepal W Petal L Petal W
2ULJLQ0HDQ    
2ULJLQ0RGH    
2ULJLQ0HGLDQ    
2ULJLQ0D[    
2ULJLQ0LQ    
2ULJLQ6W'HY    
2ULJLQ9DU    
'36\QWK0HDQ    
'36\QWK0RGH 1$ 1$ 1$ 1$
'36\QWK0HGLDQ    
'36\QWK0D[    
'36\QWK0LQ    
'36\QWK6W'HY    
'36\QWK9DU    
)LOWHUHG'30HDQ    
)LOWHUHG'30RGH 1$ 1$ 1$ 1$
)LOWHUHG'30HGLDQ    
)LOWHUHG'30D[    
)LOWHUHG'30LQ    
)LOWHUHG'36W'HY    
)LOWHUHG'39DU    

)RULQVWDQFHWKHPHDQYDOXHVIRUWKH6HSDOOHQJWK6HSDOZLGWK3HWDOOHQJWKDQG3HWDOZLGWKDWWULEXWHVDUHDQG
UHVSHFWLYHO\ IRU QRQ)LOWHUHG '3 GDWD +RZHYHU IRU WKH )LOWHUHG '3 GDWD WKH PHDQ YDOXHV ZHUH    DQG 
UHVSHFWLYHO\7KHGLIIHUHQFHVEHWZHHQWKHPHDQYDOXHVIRUWKHQRQILOWHUHG'3DQGILOWHUHG'3GDWDLVPLQLPDO7KHUHIRUHIURPWKHVH
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Statistics Sepal L Sepal W Petal L Petal W
&RUU'36\QWK	2ULJLQ'DWD    
&RUU)LOWHUHG'3	2ULJLQ'DWD    
&RY'36\QWK	2ULJLQ'DWD    










QRLVH GXH WR WKH DSSOLFDWLRQ RI GLIIHUHQWLDO SULYDF\ RQ GDWD )LOWHUHG '3EDVHG SULYDWL]HG GDWD RXWSHUIRUPHG UHJXODU '3EDVHG
SULYDWL]HG GDWD ZLWK KLJKHU FODVVLILFDWLRQ DFFXUDF\ +RZHYHU WKH SUREOHP RI SULYDF\ YHUVXV XWLOLW\ VWLOO SHUVLVWV DQG PRUH
H[SHULPHQWDODQGHPSLULFDOUHVHDUFKZLWKDPXOWLIDFHWHGDSSURDFKLVQHHGHGWRILQGVROXWLRQVRQDFDVHE\FDVHEDVLVDVHDFKGDWD











 & 'ZRUN ³'LIIHUHQWLDO 3ULYDF\´ LQ $XWRPDWD ODQJXDJHV DQG SURJUDPPLQJ YRO  QR G0 %XJOLHVL % 3UHQHHO 9 6DVVRQH DQG , :HJHQHU (GV
6SULQJHUSS±






 .0XUDOLGKDUDQG56DUDWK\³'RHV'LIIHUHQWLDO3ULYDF\3URWHFW7HUU\*URVV¶3ULYDF\ௗ"´ LQ ,Q3ULYDF\LQ6WDWLVWLFDO'DWDEDVHVYRO6SULQJHU9HUODJ
%HUOLQ+HLGHOEHUJSS±
 & 'ZRUN ³'LIIHUHQWLDO 3ULYDF\ௗ $ 6XUYH\ RI 5HVXOWV´ LQ 7KHRU\ DQG $SSOLFDWLRQV RI 0RGHOV RI &RPSXWDWLRQ /1&6  6SULQJHU9HUODJ %HUOLQ
+HLGHOEHUJSS±
 56DUDWK\DQG.0XUDOLGKDU³6RPH$GGLWLRQDO,QVLJKWVRQ$SSO\LQJ'LIIHUHQWLDO3ULYDF\IRU1XPHULF'DWD´LQ3ULYDF\LQ6WDWLVWLFDO'DWDEDVHV9RO
QR'ZRUN6SULQJHU%HUOLQ+HLGHOEHUJSS±
 6:6PLWK7KH6FLHQWLVWDQG(QJLQHHU¶V*XLGHWR'LJLWDO6LJQDO3URFHVVLQJ&DOLIRUQLD7HFKQLFDO3XEOLVKLQJSS±
 3.RYHVL³)DVW$OPRVW*DXVVLDQ)LOWHULQJ´LQ,QWHUQDWLRQDO&RQIHUHQFHRQ'LJLWDO,PDJH&RPSXWLQJ7HFKQLTXHVDQG$SSOLFDWLRQVSS±
 .%DFKHDQG0/LFKPDQ³,ULV)LVKHU'DWDVHW8&,0DFKLQH/HDUQLQJ5HSRVLWRU\´8QLYHUVLW\RI&DOLIRUQLD6FKRRORI,QIRUPDWLRQDQG&RPSXWHU6FLHQFH
,UYLQH&$
 .0LYXOH³$Q ,QYHVWLJDWLRQ2I'DWD3ULYDF\$QG8WLOLW\8VLQJ0DFKLQH/HDUQLQJ$V$*DXJH´'LVVHUWDWLRQ&RPSXWHU6FLHQFH'HSDUWPHQW%RZLH6WDWH
8QLYHUVLW\3UR4XHVW1R$YDLODEOHRQOLQHKWWSSTGWRSHQSURTXHVWFRPSXEQXPKWPO

